
Tabletop Exercise
Assess and improve your ICS 
organization's cyber incident 
response plan

Dragos' Table Top Exercise (TTX) is a step-by-step method that 
demonstrates how a realistic attack may occur within your ICS 
environment. TTXs evaluate your organization's cyber incident processes 
and tools and discover inefficiencies organizations can correct and learn 
from. Dragos experts design scenarios, based on their experience, in a 
collaborative workshop environment to assess your organization's 
response to the scenario and provide critical feedback. 

Method

A TTX starts with a collaboration
between Dragos experts and your 
organization to establish exercise 
objectives and develop an attack 
scenario. The exercise is performed at
an on-site workshop, where we 
introduce the step-by-step scenario in a 
collaborative fashion. 

Who Should Participate

The most successful exercises include a
range of staff across multiple disciplines 
and teams to include: IT, OT, information 
security, legal, public affairs, and 
business stakeholders. Each of these 
teams work together with different 
puzzle pieces to understand and 
respond to the scenario as it unfolds. 

Overview



For more information about scheduling a Dragos-facilitated exercise for your organization, 
please contact info@dragos.com. 

A customized scenario for your environment 
including: 

A technical scenario broken down into a series of 
“moves” with expected player actions
Customized events and artifacts adding realism 
and depth
All injects and timelines 
One full-day, interactive session among 
participants
Facilitation by Dragos’ Threat Operations Center

Table Top Exercise After 
Action Report 

A summary of the exercise
Dragos’ observations 
Tactical and strategic 
recommendations 

Collaborate Execute Collect Feedback

Dragos TTX Process
TTXs consist of three phases:

Each phase's duration is tailored to 
your organization's specific objectives 
and requirements and can be modified 
if needed. 

Benefits

Test and strengthen 
your organization

Generate camaraderie 
and understanding 
between your teams

Hone in on 
responsibilities 
and processes

Find unrecognized 
gaps and dangers 

Assess strengths 
and weaknesses

Dragos' expert team has over 40 years of combined experience facing and 
overcoming the challenges of an ever- changing ICS threat landscape. We are 
practitioners who responded to the Ukraine 2015 attack, assessed hundreds 
of assets around the world, and built and led the NSA's mission to identify 
nation-states breaking into industrial control systems. Dragos' TTX method 
draws on this unparalleled experience to deliver real- world scenario injects, 
tailored to address your organization's specific areas of potential risk. 
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